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INFORMATION DISCLOSURE STATEMENT 
Sir: 

This Information Disclosure Statement is submitted: 

(X) under 37 CFR 1.97(b), or 

(Within three months of filing national application; or date of entry of national application; or before 
mailing date of first office action on the merits; whichever occurs last) 

( ) under 37 CFR 1.97 (c) together with either a: 

( ) Statement under 37 CFR 1.97(e), or 

( ) a $180.00 fee under 37 CFR 1.17(p), or 

(After the CFR 1 .97 (b) time period, but before final action or notice of allowance, whichever occurs first) 

( ) under 37 CFR 1.97 (d) together with a: 

( ) Statement under 37 CFR 1.97(e)(1) or (2), and 

( ) a $180.00 fee set forth in 37 CFR 1 .17(p). 

(Filed after final action, a notice of allowance, on or before payment of the issue fee) 

Please charge to Deposit Account 08-2025 the sum of $0.00 . At any time during the 

pendency of this application, please charge any fees required or credit any overpayment to Deposit 
Account 08-2025 pursuant to 37 CFR 1.25. 

(X ) Applicant(s) submit herewith Form PTO 1449 - Information Disclosure Citation together with 
copies, of patents, publications or other information of which applicant(s) are aware, which applicant(s) 
believe(s) may be material to the examination of this application and for which there may be a duty to 
disclose in accordance with 37 CFR 1.56. 

( ) A concise explanation of the relevance of foreign language patents, foreign language publications 
and other foreign language information listed on PTO Form 1449, as presently understood by the 
individuals(s) designated in 37 CFR 1.56 (c) most knowledgeable about the content is given on the 
attached sheet, or where a foreign language patent is cited in a search report or other action by a 
foreign patent office in a counterpart foreign application, an English language version of the search 
report or action which indicates the degree of relevance found by the foreign office is listed on form PTO 
1449 and is enclosed herewith. 



It is requested that the information disclosed herein be made of record in this application. 
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Y. Zhang and V. Paxson, Detecting Stepping Stones, Proc. 9 lf1 USENIX Security Symposium, August 2000. 
http://www.icir.org/vem/papers/stepping-sec00.ps.gz 


08/2000 


Y. Zhang and V. Paxson, Detecting Backdoors, Proc. 9 th USENIX Security Symposium, August 2000. 
http://www.icir.org/vem/papers/backdoor-sec00.ps.gz 


2002 


D. Donoho, A.G. Flesia, U. Shankar, V. Paxson, J. Coit, and S. Staniford, Multiscale Stepping-Stone Detection: Detecting 
Pairs of Jittered interactive Streams by Exploiting Maximum Tolerable Delay, Proc. RAID 2002. 
http://www.icir.org/vern/papers/multiscale-stepping-stone.RAID02.pdf 


05/2003 


M. Chen, E. Kidman, A. Accardi, A. Fox, and E. Brewer, Using runtime paths for macroanalysis. In Proc. HotOS-IX, 
Kauai, HI, May 2003. 


06/2002 


M. Chen, E. Kiciman, E. Fratkin, A. Fox, and E. Brewer, Pinpoint: Problem determination in large, dynamic systems. In 
Proc. 2002 Inti. Conf. on Dependable Systems and Networks, pages 595-604, Washington, DC, June 2002. 


01/1995 


C. Hrischuk, J. Rolia, and C. Woodside. Automatic generation of a software performance model using an object-oriented 
prototype, In Proc. MASCOTS '95, pages 399-409, Durham, NC, Jan. 1995. 


10/2002 


R. Isaacs and P. Barham, Performance analysis in loosely-coupled distributed systems. In 7 th CaberNet Radicals 
Workshop, Bertinoro, Italy, Oct. 2002. 
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